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From Socializing Teaching & Achieving Real Success to 
CFCALA Creating Magic - Leading from where you are!

Our Chapter is moving 
forward and ready for our 
next season of  learning and 
growing. 

By Rose Hutchinson, Chapter President
We had a group study for the 
CLM exam and that pro-
cess for learning is moving 
forward and hopefully more 
will join in this coming year 
and get their certification in 
November.

We gave out two $1,000 
Student scholarships.

Our Social Media presence 
is much stronger and our 
website and logo both got a 
nice refresh. 

I am so excited to see where 
we go this coming year and 
watch our chapter grow in 
new and wonderful ways. 

Again, my deepest apprecia-
tion to those that served on 
the Board with me this past 
year. You all were AMAZ-
ing and truly STARS in my 
book!

Looking back at the goals for 
the past year, we’ve done well 
in reaching them. We’ve also 
fallen a bit short on some 
that the new Board is already 
planning ways to remedy and 
grow us in these areas. 

Some of  the notable areas 
we are proud of  are: 

We had a very successful 
Managing Partner and Asso-
ciate sessions this year with 
a full house at each 
event!

We added another 
BP event that was 
very successful 
and should be 
well received again 
this year, so save 
the date when it’s 
announced when 
our next BP Trivia 
night is on the 
calendar.

Again, my deepest  
appreciation to 

those that served 
on the Board with 
me this past year.

We had a packed house again 
this year at our PLMW event 
where Charlie Celauro was 
honored as this year’s recipi-
ent of  the esteemed Profes-
sionalism Award; Katie Shaw 
was recognized as our Rising 
Star recipient and Lorrie 
Bearden was honored with 
our Champion Award. 

We started a Student Mem-
bership Outreach initiative 
with local colleges.

We adopted a Diversity 
Statement.



The Central Florida Chapter 
of  the Association of  Legal 
Administrators hosted their 
annual Business Partner Expo 
on March 2nd, during which 
vendors and attendees alike 
had an opportunity to donate 
needed items to the Legal Aid 
Society of  the Orange County 
Bar Association.  The theme 
for the event was gALAxy, 
and knowing that the Legal 
Aid Society goes to the moon 
and back for their clients, we 
asked our vendors and attend-
ees to help get them there. 

There was a great response 

and we were able to donate 
a car load of  various items 
that the Legal Aid Society 
will be able to utilize to help 
with their day to day as well 
as their client’s needs.  Donna 
Hayes of  the Legal Aid Soci-
ety was extremely grateful for 
the donations and impressed 
with CFCALA’s members and 
business partners’ hearts for 
giving.

We work in a great commu-
nity and humbled to be able 
to assist those who champion 
for those in need.

Thank You For Your Support
From Katie Shaw, Community Connection Chair

Social Engineering Scams: What Are They and How Can You Protect Your Firm?
By Brian Kouwenhoven, President, Kouwenhoven & Associates, Inc. 

One of  the hottest ways 
of  making money today is 
cyber-crime, which can be 
directed at companies as well 
as individuals. Law firms are a 
huge target of  this New Age 
criminal activity that goes by 
many names: social engineer-
ing, fraudulent instruction, 
cyber deception, corporate 
deception fraud, CEO fraud, 
business email compromise 
and spoofing. These words 
describe different techniques 
used to manipulate people 
into voluntarily transferring 
funds to a hackers account or 
divulging confidential infor-
mation.

FBI reports show that for the 
period of  October 2013 to 
December 2016, US com-
panies incurred nearly $1.6 
billion in losses as a result 
of  social engineering wire 
transfers and related payment 
scams.  According to Beazley 
Insurance reports, in 2017 
fraudulent instruction losses 
quadrupled in number with 
an average loss of  $352,000.   
These bogus transactions 
were as little as $500, while in 
other transactions, fraudsters 
duped firms of  upwards of  
several million dollars for 
transactions by modifying real 
estate closing instructions.

Law firms today are depen-
dent upon technology and 
electronic information. With 
all the “secrets” in our com-
puter systems, this dependen-
cy creates a large exposure to 
a cyber-attack. Many firms 

tout their strong security 
systems, or rely on their 
outsourced providers, but 
even the most robust security 
system can easily be bypassed 
by someone with legitimate 
access and credentials. The 
firm can be held liable for 
failing to safeguard confiden-
tial information on their own 
system as well as the systems 
of  the outsourced providers. 

The weakest link in the cyber 
security chain is the employ-
ee.  If  someone can trick 
an employee into providing 
legitimate credentials, the 
hacker/cyber-criminal now 
has legitimate access to a 
firm’s system and has total 
control.  So-called “social 
engineering” scams come in 
various forms. One of  the 
most popular techniques is to 
impersonate an owner, senior 
partner, or firm administrator. 
This impersonation can be 
made over the phone, or via 
e-mail, mail or even fax. For 
example, a person purporting 
to be the senior partner di-
rects an accounting employee 
to wire money to a seller’s 
alleged bank account. The 
trusting employee does as di-
rected, and transfers funds to 
the new account, which is in 
fact a fraudulent account held 
by the hackers.  Fraudsters 
will also often pretend to be 
legitimate vendors, customers 
or clients.  

Victims of  social engineer-
ing scams have learned that 
law-enforcement cannot be 

of  much help as they do not 
have the manpower or the 
know-how to pursue most 
cyber criminals. Further, 
law-enforcement advises that 
if  over 24 hours have passed 
since the funds were trans-
ferred, the odds of  recovery 
the funds are slim to none. 

The response from the insur-
ance market has been varied, 
and is changing and evolving 
rapidly.   Due to the poten-
tial for high dollar payouts, 
the industry is limiting the 
amount of  coverage they will 
provide under one policy.  
There are often multiple 
solutions that can be written 
together to provide the firm 
with maximum protection.  
It is essential to review your 
insurance portfolio with an 
insurance agent well versed in 
Lawyers Professional Liability, 
Cyber Liability and Crime, to 
ensure comprehensive and 
cohesive protection for your 
firm.

TAKEAWAY:

Law firms need to be diligent 
not only with computer 
security, but also with training 
their staff  to watch for and to 
identify phishing and social 
engineering scams.  Employ-
ees should document files to 
reflect that they have verified 
(to a known valid phone 
number) all wire instruc-
tions are legitimate, prior to 
release of  funds.  Also, create 
codes for each transaction 
that are written down in the 
file, not in the computer 
system, which must be given 
when the transfer is made or 
changes to the transaction are 
requested.  Even with the best 
security protocols in place, we 
are only human - mistakes can 
and will be made. 

For more information and a 
comprehensive coverage  
evaluation, please contact 
Brian W. Kouwenhoven, 
President, Kouwenhoven & 
Associates, Inc.  800-836-
5556 or brian@kouwen.com



Business Partner Spotlight: 
SunTrust Bank
SunTrust Bank and our onUp 
Movement has now reached 
nearly 2.7 million people in 
the United States, helping 
families get to a place of  
financial confidence and plan 
for their financial futures.

built for your firm.  It’s an 
approach to financial wellness 
that starts with your personal 
values, so that every step you 
take towards financial confi-
dence is a step towards living 
a life well spent. A life where 
you spend less time worrying 
about money, and more time 
enjoying the moments that 
matter most to you. Our pro-
gram will help your employ-
ees improve their financial 
education, set financial goals, 
manage their finances and 
most importantly, gain con-
trol of  an otherwise stressful 
scenario inside of  many 
homes. It’s interactive, fun 
and extremely engaging and 
makes a significant impact on 
participants, which translates 
to a more focused, engaged 
and productive workplace.

By Sheila Sullivan, Business Partner Relations

Momentum onUp 
gives Law Firms  

a customized  
workplace financial  
education program 
built for their firm.

For our Law Firm Clients, 
we offer Momentum onUp, 
a customized workplace 
financial education program 

CFCALA Holiday Party: 
No Complaints!

Our Holiday Luncheon was 
a huge success!  We were 
pleased to host Noise Com-
plaint, a high school a capella 
group from West Orange 
High School.  These students 
entertained us with a capella 
renditions of  some of  our 
favorite holiday tunes.  The 
dedication, passion and talent 
of  this group was truly amaz-
ing!  You can follow Noise 
Complaint on Instagram @
wohschoir.  Thank you to our 
sponsors Northstar & Canon! 

Creating a Human Firewall 
at the January Luncheon

Our January Luncheon 
featured Erich Kron, Security 
Awareness Advocate from 
KnowBe4, speaking on cyber 
security.  Erich provided 
insight on the latest trends 
in cybercrime, ransomware, 
phishing and social engi-
neering which were quite 
eye-opening.  He went on to 

share actions that Firms can 
take to prepare and protect 
the Firm, such as creating a 
human firewall.  While not 
every attack may be detected, 
the first line of  defense is the 
people inside your Firm using 
your information systems.  
The more aware and alert, the 
better the chance of  pre-
venting an attack.  CFCALA 
was pleased to welcome 
ILTA members for this joint 
luncheon.  Thank you to the 
luncheon sponsor  AXSA, 
Imaging Solutions.   

Are You Culturally Aware? 
The February Luncheon

We all enjoyed Seema Rafay, 
President of  Spectrum Per-
formance Management, pre-
sentation regarding  cultural 
awareness for hiring and pro-
ductivity.  This session taught 
how to recognize cultural 
differentiators; ways to avoid 
stereotyping, bias and preju-
dice; EEO laws; and leverage 
cultural diversity for effective 
hiring and productivity.

Monthly Luncheon Review
By Lori Turnage,  Education Chair

Our joint social with ILTA, International Legal Technology Association at Embers

Sharon Owen, Past President, introducing the new 2018-19 officers at our monthly 
luncheon. L to R: Katie Shaw, Secretary; Michelle Gerena, President; Stephanie 
Donaldson, Vice President; Charlie Celauro, Treasurer



2018 Business Expo:  
A gALAxy of Fun with our Business Partners
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This year’s business partner expo was a huge success!  All of  our 
business partners were super creative with the theme of  gALAxy. 

Our keynote speaker Charlie Blackwell-Thompson drew a very 
nice crowd for her story of  how she was the first woman to be 
named launch director at NASA. 

After the morning session there was lunch followed by the trade 
show. So many connections were made between members and 
business partners!  

If  you missed out, be sure to register for the Business Partner 
Appreciation Happy Hour that will be held April 5th at 310 
Lakeside @ 5:30PM to mix and mingle with all your favorite 
business partners!

By Sheila Sullivan, Business Partner Relations

Costumes were just a part of  
the fun at the Business Expo. 
And we saw such a range of  
creativity from members and 
business partners alike!



Why ELEVATE? Florida has 
the 6th worst graduation rate 
in the country.   

As we gear up for the  
upcoming Board year, one of  
our goals is to partner with 
ELEVATE Orlando in giving 
a $1,000 scholarship to a  
student in the Elevate  
program.  

Who and what is ELEVATE 
Orlando?

Elevate Orlando has  
partnered with Orange Coun-
ty Public Schools in fully 
integrating accredited elective 
courses into the curriculum.  
The elective courses focus on 
these 13 character qualities 
and life skills:

• Vision
• Courage
• Respect
• Caring
• Responsibility
• Integrity

ELEVATE: Helping Youth in our 
Community Reach Another 
Level
By Michelle Gerena, Vice President

• Positive Work Ethic
• Career-Mindedness
• Communication
• Leadership
• Problem Solving
• Decision Making
• Goals Setting
Each year in the US 3,000,000 
students drop out of  school.  
This past year 100% of  the 
students enrolled in the 
Elevate curriculum graduated, 
giving them a plan for after 
graduation. 
Additionally, Elevate students 
teach Elevate’s curriculum to 
elementary school students, 
encouraging leadership, role 
modeling, responsibility and 
creating a lasting cycle.

Be on the lookout for details 
from our Elevate Scholarship 
Chair, Ray Herod on the  
selection and award of   
the CFCALA Elevate  
Scholarship.

Michelle and Ray with Elevate Students.

Charlie Blackwell-Thompson, Launch Director 
Exploration Ground Systems Program:  

Charlie Blackwell-Thompson serves as launch director for  
NASA’s Exploration Ground Systems Program, based at  
NASA’s John F. Kennedy Space Center in Florida. She will  
oversee the countdown and liftoff  of  NASA’s Space Launch 
System rocket and Orion spacecraft during its first flight test, 
called Exploration Mission-1. Named to the position in January 
2016, Blackwell-Thompson is NASA’s first female launch director. 
Her role includes leading and managing the launch operations 

Business Expo  
Keynote Speaker, Charlie  
Blackwell-Thompson
Credits: NASA

planning and execution for the Exploration Ground Systems  
program and Exploration Systems Development Division, or 
ESD. She also serves as the cross-program lead to the Launch 
Integration team responsible for integration and coordination 
of  launch operations across the three programs: SLS, Orion and 
EGS. In her role as launch director, she manages the develop-
ment of  all launch countdown plans, philosophy, and launch and 
scrub turnaround procedures and schedules, as well as training 
approaches.



Meet the 2018-2019 Board Members
Meet your board for the 2018-19 year.

President: Michelle Gerena

Vice President: Stephanie Donaldson

Treasurer: Charlie Celauro

Secretary: Katie Shaw

Business Partner Chair: Robin Neill

Business Partner Support: Patricial Chinn & Lenita McFeron

Membership: Sheila Sullivan & Mellissa Waters

Education, including Socials: Lisa Marcum, Allyson Bisland & Melissa Lambert (Chair)

Webinars: Lori Turnage

Communication (Newsletter): Debbie Wittig, Dawn Betancourt & Carla Farr

Social Media, Photography & Website: Robin Neill and Carla Farr

Focus Groups: Dawn Betancourt

Scholarships: Georgette Fried

Elevate Scholarship: Ray Herod

Survey: Maureen McArdle

President’s Council: Sharon Owen

Nominating Committee/Past President: Rose Hutchinson

Community Connection: Lisa Mills & Kelly Searcy

Diversity & Inclusion: Steve Wingert
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There are  always 
 opportunities 
for you to 
 become an  active 
 member of our 
chapter. Join a 
committee or 
apply for a board 
position. Let us 
know what you 
are interested in 
today!

I have often been asked by 
many people what the trends 
are the legal office environ-
ment.

The landscape of  the legal of-
fice has changed a great deal.  
Actually the legal profession 
has undergone great changes.  
For example, many attorneys 
are using computers and this 
is demanding more ergonom-
ics in the workplace as the 
support ratio of  paralegals 

to attorneys has shifted to a 
more shared resource.

We have seen a great increase 
in sit stand desks, monitor 
arms and ergonomic chairs 
not only in the private office 
but also in the workstations.  

We also have noticed the need 
for shared spaces, where peo-
ple can collaborate, that are 
more open and inviting using 
soft lounge pieces instead of  
conference tables.

We often find some of  the 
trends in hospitality spaces 
(think big name hotel like the 
W, Hyatt, Hilton, Ritz) have 
been incorporated into the 
legal office like guest offices 
for the day, phone rooms, 
rooms for nursing moms, and 
meditation rooms to name 

a few.  The boardrooms are 
demanding furniture that can 
adapt to current technology 
too.

I wanted to share this article 
with you as it elaborates 
further on some of  these 
ideas. Use this link to find the 
full story as well as pictures 
of  today’s law office. https://
www.bisnow.com/national/
news/office/then-and-now-
law-firm-design-83032

I am so thankful to have been 
a vendor member of  ALA for 
almost 20 years, my favorite 
market to service is the legal 
industry. I would love to con-
tinue to be a resource for you 
all. Please reach out if  I can 
help with anything.

The Modern Office
By Jillian McCluskey, Market President, Workscapes



WASHINGTON – The Inter-
nal Revenue Service, state tax 
agencies and the tax industry 
today urged all employers to 
educate their payroll person-
nel about a Form W-2 phish-
ing scam that made victims 
of  hundreds of  organizations 
and thousands of  employees 
last year.

The Form W-2 scam has 
emerged as one of  the most 
dangerous phishing emails in 
the tax community. During 
the last two tax seasons, 
cybercriminals tricked payroll 
personnel or people with 
access to payroll information 
into disclosing sensitive infor-
mation for entire workforces. 
The scam affected all types 
of  employers, from small and 
large businesses to public 
schools and universities, hos-
pitals, tribal governments and 
charities.

Reports to phishing@irs.gov 
from victims and nonvictims 
about this scam jumped to 
approximately 900 in 2017, 
compared to slightly over 
100 in 2016. Last year, more 
than 200 employers were 
victimized, which translated 
into hundreds of  thousands 
of  employees who had their 
identities compromised.

By alerting employers now, 
the IRS and its partners in 
the Security Summit effort 
hope to limit the success of  
this scam in 2018. The IRS 
last year also created a new 
process by which employers 
should report these scams. 
There are steps the IRS can 
take to protect employees, but 
only if  the agency is notified 
immediately by employers 
about the theft.

Here’s how the scam works: 
Cybercriminals do their 

homework, identifying chief  
operating officers, school 
executives or others in po-
sitions of  authority. Using a 
technique known as business 
email compromise (BEC) 
or business email spoofing 
(BES), fraudsters posing as 
executives send emails to 
payroll personnel requesting 
copies of  Forms W-2 for all 
employees.

The Form W-2 contains the 
employee’s name, address, So-
cial Security number, income 
and withholdings. Criminals 
use that information to file 
fraudulent tax returns, or they 
post it for sale on the Dark 
Net.

The initial email may be a 
friendly, “hi, are you work-
ing today” exchange before 
the fraudster asks for all 
Form W-2 information. In 
several reported cases, after 
the fraudsters acquired the 
workforce information, they 
immediately followed that 
up with a request for a wire 
transfer.

In addition to educating 
payroll or finance personnel, 
the IRS and Security Summit 
partners also urge employers 
to consider creating a policy 
to limit the number of  em-
ployees who have authority 
to handle Form W-2 requests 
and that they require addi-
tional verification procedures 
to validate the actual request 
before emailing sensitive data 
such as employee Form W-2s.

If  the business or organiza-
tion victimized by these at-
tacks notifies the IRS, the IRS 
can take steps to help prevent 
employees from being victims 
of  tax-related identity theft. 
However, because of  the 
nature of  these scams, some 

IRS, States and Tax Industry Warn Employers to 
Beware of Form W-2 Scam

businesses and organizations 
did not realize for days, weeks 
or months that they had been 
scammed. 

The IRS established a special 
email notification address 
specifically for employers to 
report Form W-2 data thefts. 
Here’s how Form W-2 scam 
victims can notify the IRS:

Email dataloss@irs.gov to 
notify the IRS of  a Form W-2 
data loss and provide contact 
information, as listed below.

In the subject line, type “W2 
Data Loss” so that the email 
can be routed properly. Do 
not attach any employee per-
sonally identifiable informa-
tion data.

Include the following:

Business name 
Business employer identifica-
tion number (EIN) associated 
with the data loss 
Contact name 
Contact phone number 
Summary of  how the data 
loss occurred 
Volume of  employees impact-
ed 
Businesses and organizations 
that fall victim to the scam 
and/or organizations that 
only receive a suspect email 
but do not fall victim to the 
scam should send the full 
email headers to phishing@
irs.gov and use “W2 Scam” in 
the subject line.

Employers can learn more at 
Form W-2/SSN Data Theft: 
Information for Businesses 
and Payroll Service Providers.

Employers should be aware 
that cybercriminals’ scams 
constantly evolve. Finance 
and payroll personnel should 
be alert to any unusual re-
quests for employee data.

The IRS  
established a  
special email  
notification  
address  
specifically for 
employees to 
report Form W-2 
data thefts.



Thank You to Our Sponsors

Our bowling team has had a great season and we could not have 
done it without our sponsors! Thank you to Ad Solutions and BD 
Con for support this weekly venture!

New Board Transition 
Meeting
Out with the old and in with 
the new! As this year’s board 
steps down and the new team 
steps up, we welcomed them 
in with a fun night at Apron’s 
Cooking School. If  you did 
not know it, the Winter Park 
Publix has a cooking school 
right in their store! 16 board 
members 
met there 
after work 
to have our 

transistional board meeting, 
which was followed by a 
fabulous feast we cooked 
ourselves (with a bit of  help 
from the professional chefs 
on staff!) Pictures will share 
this story better than words, 
so enjoy this peek into the 
evening.
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Scholarships: Georgette Fried
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Communication/Newsletter: Debbie Wittig
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Nominating Committee: Sharon Owen
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